
FISMA & FEDRAMP
Fun with the Feds
Removing the Enigma







Who We Are…

Rich Banta
CISSP, CCSP, CISA, CRISC, CFCP
DCTP, CDCAP, CDCDP



FISMA

Federal Information 
Security Modernization 
Act of 2002



FedRAMP

The Federal Risk and 
Authorization 
Management Program



FedRAMP
Control Family NIST SP FedRAMP FedRAMP NIST SP

800-53 R4 High Moderate 800-171 R1
Baseline Baseline

AC ACCESS CONTROL 125 54 46 24
AT AWARENESS & TRAINING CONTROLS 10 7 5 3
AU AUDIT & ACCOUNTABILITY CONTROLS 62 31 19 13
CA SECURITY ASSESSMENT AND AUTHORIZATION CONTROLS 24 16 15 3
CM CONFIGURATION MANAGEMENT CONTROLS 55 36 28 13
CP CONTINGENCY PLANNING CONTROLS 54 35 24 1
IA IDENTIFICATION AND AUTHENTICATION CONTROLS 57 31 24 11
IR INCIDENT RESPONSE CONTROLS 34 26 18 7
MA MAINTENANCE CONTROLS 27 14 11 7
MP MEDIA PROTECTION CONTROLS 28 12 11 8
PE PHYSICAL AND ENVIRONMENTAL PROTECTION CONTROLS 53 27 22 5
PL PLANNING CONTROLS 15 6 6 0
PS PERSONNEL SECURITY CONTROLS 16 10 6 3
RA RISK ASSESSMENT CONTROLS 16 12 10 4
SA SYSTEM AND SERVICES ACQUISITION CONTROLS 98 26 23 1
SC SYSTEM AND COMMUNICATIONS PROTECTION CONTROLS 140 39 32 16
SI SYSTEM AND INFORMATION INTEGRITY CONTROLS 91 39 26 7

Total Control Count: 905 421 326 126



FedRAMP-Ready
FedRAMP-Ready is essentially a pre-
audit, enabling cloud providers to 
demonstrate their readiness to achieve a 
FedRAMP authorization. This allows the 
FedRAMP Program Management Office 
to determine if a cloud service provider 
(CSP) is ready to pursue a FedRAMP 
authorization.



FedRAMP ATO
ATO = “Authorization to Operate”

- Based on report prepared by an 
authorized 3PAO (3rd-Party Assessor 
Organization

- Is issued by the Agency OIG



DISA
Defense Information Systems Agency

- “Impact Levels” for Information 
Classsification

- STIGs – Security Technical 
Implementation Guides



DISA
FedRAMP Moderate = DISA IL2 = CUI

FedRAMP High = DISA IL4 = “Sensitive CUI”

DISA IL6+ = Classified Information



Purdue Manufacturing Extension Partnership
(800) 877-5182
www.mep.purdue.edu

CYBERSECURITY
Meeting the DoD Cybersecurity Requirements
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Agenda
 The Threat to the DoD Supply Chain and Small Business

 The environment forced DoD to act
 Why is this not a COMPELLING argument for SMBs?

 Meeting the DoD Supplier Mandatory Requirements
 DFARs clause 7012 and NIST 800-171 rev 1

 DoD OEA Funding Assistance is Available
 Defense Cybersecurity Assurance Program (DCAP)
 Will pay 50% for gap analysis/remediation

 Advancing DoD supply chain SMB cyber-health
 Enforcement/Cert mechanism balanced with assistance
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Threat to Defense Supply Chain and Small 
Business

• A perspective regarding why these additional 
costs of doing business are necessary

Presenter
Presentation Notes
When I meet with DoD contractors, I get objections based upon the additional:Administrative burdenCost of implementationThey are legitimate objections, but hopefully, the next few slides will provide some perspective.
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Cyber Threats in Defense

 Aerospace and defense sectors 
face cyber threats designed to:
 Steal intellectual property to 

advance defense capabilities, 
develop countermeasures, and 
produce technologies for sale. 

 Collect intelligence used to 
monitor, infiltrate, and subvert 
other nations’ defense systems 
and capabilities.

Data stolen from aerospace 
and defense organizations:
• Budget information
• Business communications
• Equipment specifications
• Company org charts
• Production processes
• Product designs
• Research reports
• Testing results and reports

Source: https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/ib-aerospace.pdf

Presenter
Presentation Notes
There are cyber threats to defense as well as Industry.Valuable information is not necessarily prints, specs or validation and testing data.  It could take on the other forms listed.

https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/ib-aerospace.pdf
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Cyber Threats in Defense
 China has been able to 

narrow the gap with the 
U.S. in advanced 
missiles, drone 
technology, and even 
stealth aircraft. 

China’s FC-31 
Gyrfalcon…

…looks a lot like the 
Lockheed F-35. 

F-22 Raptor C-17 Globemaster

Presenter
Presentation Notes
The result of the loss of defense IP and intelligence is an erosion of the technological advantage that we have enjoyed over our adversaries for decades.This is one of the most egregious examples.China's smaller stealth fighter, called the FC-31 Gyrfalcon, in development is seen as a knockoff of Lockheed's F-35."What Beijing has been very good at is targeting U.S. defense contractors, getting into their computer systems through various types of essentially cyber warfare and stealing the designs of some of America's best military assets," said Harry Kazianis, director of defense studies at the Center for the National Interest, a think tank founded by former President Richard Nixon.Indeed, a federal grand jury in 2014 indicted a Chinese national for a computer hacking scheme that involved the theft of trade secrets from Boeing's C-17 military transport aircraft. The individual, who last year entered a guilty plea, also was accused of working with two co-conspirators based in China to steal military data about the F-22 and F-35 jets.
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Cyber Threats in Defense
 The Big Hack: How China Used a 

Tiny Chip to Infiltrate U.S. 
Companies

 The attack by Chinese spies 
reached almost 30 U.S. companies, 
including Amazon and Apple, by 
compromising America’s technology 
supply chain, according to extensive 
interviews with government and 
corporate 
sources.https://www.bloomberg.com
/news/the-big-hack-how-china-used-
a-tiny-chip-to-infiltrate-america-s-
top-companies

Presenter
Presentation Notes
In 2015, Amazon.com Inc. began quietly evaluating a startup called Elemental Technologies, a potential acquisition to help with a major expansion of its streaming video service, known today as Amazon Prime Video. Based in Portland, Ore., Elemental made software for compressing massive video files and formatting them for different devices. Its technology had helped stream the Olympic Games online, communicate with the International Space Station, and funnel drone footage to the Central Intelligence Agency. Elemental’s national security contracts weren’t the main reason for the proposed acquisition, but they fit nicely with Amazon’s government businesses, such as the highly secure cloud that Amazon Web Services (AWS) was building for the CIA.To help with due diligence, AWS, which was overseeing the prospective acquisition, hired a third-party company to scrutinize Elemental’s security, according to one person familiar with the process. The first pass uncovered troubling issues, prompting AWS to take a closer look at Elemental’s main product: the expensive servers that customers installed in their networks to handle the video compression. These servers were assembled for Elemental by Super Micro Computer Inc., a San Jose-based company (commonly known as Supermicro) that’s also one of the world’s biggest suppliers of server motherboards, the fiberglass-mounted clusters of chips and capacitors that act as the neurons of data centers large and small. In late spring of 2015, Elemental’s staff boxed up several servers and sent them to Ontario, Canada, for the third-party security company to test, the person says.Featured in Bloomberg Businessweek, Oct. 8, 2018. Subscribe now.PHOTOGRAPHER: VICTOR PRADO FOR BLOOMBERG BUSINESSWEEKNested on the servers’ motherboards, the testers found a tiny microchip, not much bigger than a grain of rice, that wasn’t part of the boards’ original design. Amazon reported the discovery to U.S. authorities, sending a shudder through the intelligence community. Elemental’s servers could be found in Department of Defense data centers, the CIA’s drone operations, and the onboard networks of Navy warships. And Elemental was just one of hundreds of Supermicro customers.During the ensuing top-secret probe, which remains open more than three years later, investigators determined that the chips allowed the attackers to create a stealth doorway into any network that included the altered machines. Multiple people familiar with the matter say investigators found that the chips had been inserted at factories run by manufacturing subcontractors in China.This attack was something graver than the software-based incidents the world has grown accustomed to seeing. Hardware hacks are more difficult to pull off and potentially more devastating, promising the kind of long-term, stealth access that spy agencies are willing to invest millions of dollars and many years to get.

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
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Cyber Threats in Manufacturing

 Manufacturing is one of the top 5 targets! 
https://www.fireeye.com/cyber-map/threat-map.html

Presenter
Presentation Notes
So, industry as a whole is targeted.Defense is targeted.But, what about our manufacturing customers?  Manufacturing is one of the top 5 targets of cyber attacks.

https://www.fireeye.com/cyber-map/threat-map.html
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Cyber Attacks on Manufacturing

 Cyber attacks on manufacturing have resulted 
in:
 Stolen intellectual property and trade secrets
 Sabotaged processes
 Extortion of money
 Damage to networks and 

information systems

Source: https://www.theepochtimes.com/u-s-manufacturers-are-prime-targets-for-cyberattacks-report-says_2319992.html

Until recently, 
manufacturers have 

focused on 
productivity and 

efficiency, not cyber 
security. 

Presenter
Presentation Notes
Stolen – one of the most recent examples is the battle between Tesla and a former employee.Extortion – at least two of the companies that are current cyber clients for MEP paid a ransom to retrieve their data.Washington Post 6/20/2018.  Tesla sued a former employee Wednesday, accusing the man of hacking the automaker's computer systems and stealing company secrets, shedding light on what chief Elon Musk had suggested was the work of a secretive internal saboteur.But the employee, Martin Tripp, told The Washington Post that he did not tamper with internal systems and is instead a whistleblower who spoke out after seeing "some really scary things" inside the company, including dangerously punctured batteries installed in cars.Tesla attorneys wrote in their lawsuit that Tripp, a former technician at the company's Giga factory battery plant in Nevada, wrote software to aid in an elaborate theft of confidential photos and video of Tesla's manufacturing systems. The firm's attorneys said Tripp worked at Tesla from October to last week, when company investigators confronted him with evidence.

https://www.theepochtimes.com/u-s-manufacturers-are-prime-targets-for-cyberattacks-report-says_2319992.html
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Cyber Attacks on Small Businesses

 Almost two-thirds of all cyberattacks are now directed at small 
businesses.
 Smaller businesses are one of the ways attackers reach larger 

targets.
 Smaller businesses are easier targets, as they are less 

prepared for a cyber attack. 
 Smaller businesses are expendable targets.

Presenter
Presentation Notes
You all have worked with small businesses for many years.  Why are they being targeted more?USA Today, OCT 2017 - Just how big is the risk to small business? Big, very big. According to the Verizon Data Breach Investigation Report, 61% of breaches hit smaller businesses last year, up from the previous year's 53%.And, according to UPS Capital,► Cyber attacks cost small businesses between $84,000 and $148,000.�► 60% of small businesses go out of business within six months of an attack.�► 90% of small business don’t use any data protection at all for company and customer information.Almost two-thirds of all cyberattacks are now directed at small business, people.According to statistics revealed by Symantec, an increasing number of cyber attacks are directed at small businesses. In fact, those attacks are rising — from 18 percent of all cyber attacks in 2011 to a whopping 43 percent of all cyber attacks in 2015.The Symantec report indicates that 1 out of every 40 small businesses will be at risk of being a victim of a cyber crime. While that’s much smaller rate than the risks faced by large businesses (1 out of every 2), the report shows that criminal hackers are not choosy about targeting their victims. It’s all about the money. Your money.Smaller businesses are one of the ways attackers reach larger targets. A smaller business may not be as financially attractive as a larger enterprise, but their intellectual property (IP) can be just as valuable. Many smaller businesses are suppliers and vendors for enterprises, with access credentials to their secure networks. Once attackers gain access to a smaller business, they gather those credentials and move on to more lucrative targets.Smaller businesses are easier targets. Even when they know they are vulnerable, small and midsize businesses often cannot afford the technology or expertise to establish a suitably strong security posture. The conventional security purchased by most businesses cannot stop targeted attacks. By focusing on smaller businesses, attackers are taking the path of least resistance to financial rewards, IP and access to high-value targets.Smaller businesses are expendable targets. Attackers can afford to casually breach small and midsize businesses and lie dormant for months, waiting for the right time to emerge and steal data or vandalize systems.
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The Cyber Threat Requires Action

 As a result of the significant loss of IP and defense technology margin, the 
Department of Defense (DoD) has taken action. 
 For example: 

 Chinese theft of American IP currently costs between $225 
billion and $600 billion 
annually.

Source: 
http://money.cnn.com/2018/03/23/technology/china-us-
trump-tariffs-ip-theft/index.html

Presenter
Presentation Notes
So, we are losing a ½ trillion dollars of US IP just to the Chinese, not to mention the Russians other any other organization or country.DoD has decided to act.The next two sections of this presentation will review the acquisition regulations put in place and the help that is available to small business in the DoD supply chain to help them comply.

http://money.cnn.com/2018/03/23/technology/china-us-trump-tariffs-ip-theft/index.html
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Why not a COMPELLING argument?

ROI?

Knowledge of 
requirement

sales
operations

payroll
workforce

Purchasing 
power

$$$

Presenter
Presentation Notes
Explain the “alligator closest to the boat” analogy.Why isn’t the threat of losing your DoD contracts sufficient motivation?Why aren’t high profile breaches at Target, Equifax and Windows sufficient motivation?A big part of the reason is operational issues that SMB leaders face on a daily basis. 
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Defense Federal Acquisition 
Regulation (DFAR) clause 
252.204-7012
• Safeguarding Covered Defense 

Information and Cyber Incident Reporting
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DFARS 252.204-7012
• Outlines a basic set of 

cybersecurity controls 
for safeguarding 
sensitive data. 

• Contractors and 
subcontractors must 
implement the 
specified security 
controls. 

Compliance is required 
not later than 
12/31/2017. 
Check your contract! 

Presenter
Presentation Notes
Explain the difference between compliance and meeting the 800-171 standard.7012 is listed along with all of the other DFARs clauses on each DoD contract in 2018.
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Two Basic Requirements

 DoD contractors and suppliers must do both of the following:
1. Provide adequate security to safeguard covered defense information that 

resides in or transits through their internal unclassified information systems from 
unauthorized access and disclosure.

2. Rapidly report cyber incidents and cooperate with DoD to respond to these 
security incidents, including access to affected media and submitting malicious 
software. 

Presenter
Presentation Notes
The 7012 clause is several pages long, however, it can be distilled to two main points.The next two slides will further explain adequate security and rapid reporting.
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What Is Adequate Security?

 Adequate security means protective 
measures that are commensurate with 
the consequences and probability of 
loss, misuse, or unauthorized access 
to, or modification of information.
 For non-federal systems, the guideline 

for adequate security is:
 National Institute of Standards and 

Technology (NIST) Special 
Publication (SP) 800-171 Revision 1

Presenter
Presentation Notes
NIST SP 800-171 assumes that small manufacturers currently have IT infrastructures in place, and it is not necessary to develop or acquire new systems to handle CUI. Most small manufacturers have security measures to protect their information which may also satisfy the 800-171 security requirements. A variety of potential security solutions can be implemented to satisfy the security requirements. There is no single security solution, each small manufacturer will need to understand their operating environment and apply the security requirements to meet their situation.  Small manufacturers may not have the necessary organizational structure or resources to satisfy every security requirement. It is perfectly acceptable to implement alternative, but equally effective, security measures to satisfy a security requirement.“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.
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What Does “Rapidly Report” Mean?

 Rapidly report means within 72 hours of discovery of any 
cyber incident.
 Cyber incident means actions taken through the use of computer 

networks that result in a compromise or an actual or potentially 
adverse effect on an information system and/or the information 
residing therein.
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Protecting Information

 Covered defense information (CDI) and controlled 
unclassified information (CUI) are two terms used to 
describe information that must be protected. 
 For a manufacturer, CDI/CUI could include:

 Research and engineering data
 Engineering drawings
 Specifications
 Standards
 Manuals
 Technical reports
 Computer software executable code

If you are a government 
contractor, you almost 

certainly have CDI/CUI that 
must be protected! 
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Covered Defense Information
 What is covered defense information?

 Unclassified controlled technical information or other 
information, as described in the Controlled Unclassified 
Information (CUI) Registry that requires safeguarding or 
dissemination controls pursuant to and consistent with law, 
regulations, and government wide policies, and is one of the 
following: 
1. Marked or otherwise identified in the contract, task order, or delivery 

order and provided to the contractor by or on behalf of DoD in 
support of the performance of the contract

2. Collected, developed, received, transmitted, used, or stored by 
or on behalf of the contractor in support of the performance of the 
contract.

Presenter
Presentation Notes
“Covered defense information” means unclassified controlled technical information or other information, as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is— (1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; or (2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.“Rapidly report” means within 72 hours of discovery of any cyber incident.(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply: (i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be subject to the security requirements in National Defense Federal Acquisition Regulation Supplement Part 252—Solicitation Provisions and Contract Clauses 1998 EDITION 252.204-12 Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800- 171) in effect at the time the solicitation is issued or as authorized by the Contracting Officer. (ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements specified by NIST SP 800-171 not implemented at the time of contract award. (B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, security measure that may be implemented in its place. 
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Controlled Unclassified Information

 What is controlled unclassified information?
 Controlled unclassified information (CUI) supports federal missions 

and business functions that affect the economic and national security 
interests of the United States. 
 Non-federal organizations (e.g., colleges, universities, state, local and tribal 

governments, federal contractors) often process, store, or transmit CUI.

Presenter
Presentation Notes
“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.“Covered defense information” means unclassified controlled technical information or other information, as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is— (1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; or (2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.“Rapidly report” means within 72 hours of discovery of any cyber incident.(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply: (i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be subject to the security requirements in National Defense Federal Acquisition Regulation Supplement Part 252—Solicitation Provisions and Contract Clauses 1998 EDITION 252.204-12 Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800- 171) in effect at the time the solicitation is issued or as authorized by the Contracting Officer. (ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements specified by NIST SP 800-171 not implemented at the time of contract award. (B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, security measure that may be implemented in its place. 
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Protecting CUI

 NIST SP 800-171 describes 14 families of security 
requirements for protecting the confidentiality of CUI in 
nonfederal information systems and organizations: 
• Access Control
• Awareness & Training
• Audit & Accountability
• Configuration Management
• Identification & 

Authentication
• Incident Response
• Maintenance
• Media Protection

• Personnel Security
• Physical Protection
• Risk Assessment
• Security Assessment
• System & Communications 

Protection
• Systems & Information 

Integrity

Presenter
Presentation Notes
Ask the class:What is CUI?Why is NIST 800-171 important?  It is the standard for “adequate security” mandated by DFARs 7012.I won’t go through each of these families, but review the notes under this slide to answer a customer’s question – What does a gap analysis cover?Review a couple of them.Access Control: SP 800-171 Security Family 3.1 Access is the ability to make use of any system resource. Access control is the process of granting or denying requests to: • use information, • use information processing services, and • enter company facilitiesCompanies should limit: • system access to authorized users, • processes acting on behalf of authorized users, • devices, including other systems, and • the types of transactions and functions that authorized users are permitted to exercise.Awareness and Training: SP 800-171 Security Family 3.2 Users of a system can be viewed as the weakest link in securing systems. Often users are not aware of how their actions may impact the security of a system. Making system users aware of their security responsibilities and teaching them correct practices helps change their behavior. It also supports individual accountability, which is one of the most important ways to improve information security. Without knowing the necessary security measures or how to use them, users cannot be truly accountable for their actions. The purpose of information security awareness, training, and education is to enhance security by: • raising awareness of the need to protect system resources, • developing skills and knowledge so system users can perform their jobs more securely, and • building in-depth knowledge as needed to design, implement, or operate security programs for organizations and systemsAudit and Accountability: SP 800-171 Security Family 3.3 An audit is an independent review and examination of records and activities to assess the adequacy of system requirements and ensure compliance with established policies and operational procedures.Configuration Management: SP 800-171 Security Family 3.4 Configuration management is a collection of activities focused on establishing and maintaining the integrity of information technology products and systems through the control of processes for initializing, changing, and monitoring the configurations of those products and systems throughout the System Development Life Cycle (SDLC). Configuration management consists of determining and documenting the appropriate specific settings for a system, conducting security impact analyses, and managing changes through a change control board. It allows the entire system to be reviewed to help ensure that a change made on one system does not have adverse effects on another system.Identification and Authentication: SP 800-171 Security Family 3.5 For most systems, identification and authentication is often the first line of defense. Identification is the means of verifying the identity of a user, process, or device, typically as a prerequisite for granting access to resources in a system. Identification and authentication is a technical measure that prevents unauthorized individuals or processes from entering a system. Identification and authentication is a critical building block of information security since it is the basis for most types of access control and for establishing user accountability. Access control often requires that the system can identify and differentiate between users. For example, access control is often based on least privilege, which refers to granting users only those accesses required to perform their duties. User accountability requires linking activities on a system to specific individuals and, therefore, requires the system to identify users. Systems recognize individuals based on the authentication data the systems receive. Authentication presents several challenges: collecting authentication data, transmitting the data securely, and knowing whether the individual who was originally authenticated is still the individual using the system. For example, a user may walk away from a terminal while still logged on, and another person may start using it. There are four means of authenticating a user’s identity that can be used alone or in combinationUser identity can be authenticated based on: • something you know – e.g., a password or Personal Identification Number (PIN), • something you possess (a token) – e.g., an ATM card or a smart card, • something you are (static biometric) – e.g., fingerprint, retina, face, ear, DNA, and/or • something you do (dynamic biometrics) – e.g., voice pattern, handwriting, typing rhythm.Incident Response: SP 800-171 Security Family 3.6 Systems are subject to a wide range of threat events, from corrupted data files to viruses to natural disasters. Vulnerability to some threat events can be lessened by having standard operating procedures that can be followed in the event of an incident. For example, frequently occurring events like mistakenly deleting a file can usually be repaired through restoration from the backup file. More severe threat events, such as outages caused by natural disasters, are normally addressed in a company’s contingency plan. Threat events can also result from a virus, other malicious code, or a system intruder (either an insider or an outsider). They can more generally refer to those incidents that could result in severe damage without a technical expert response. An example of a threat event that would require an immediate technical response would be an organization experiencing a denial-of service attack. This kind of attack would require swift action on the part of the incident response team to reduce the affect the attack will have on the organization. The definition of a threat event is somewhat flexible and may vary by company and computing environment. Although the threats that hackers and malicious code pose to systems and networks are well known, the occurrence of such harmful events remains unpredictable. Security incidents on larger networks(e.g., the internet),such as break-ins and service disruptions, have harmed many companies’ computing capabilities. When initially confronted with such incidents, most companies respond in an ad hoc manner. However, recurrence of similar incidents can make it cost-beneficial to develop a standard capability for quick discovery of and response to such events. This is especially true since incidents can often “spread” when left unchecked, thus escalating the damage and seriously harming an organization. Incident handling is closely related to contingency planning. An incident handling capability may be viewed as a component of contingency planning because it allows for the ability to react quickly and efficiently to disruptions in normal processing. Broadly speaking, contingency planning addresses events with the potential to interrupt system operations. Incident handling can be considered that portion of contingency planning specifically that responds to malicious technical threats. Examples of incident response requirements include: incident response training, incident response testing, incident handling, incident monitoring, and incident reporting. Companies should establish an operational incident handling capability for company systems that includes adequate preparation, detection, analysis, containment, recovery, and user response activities and track, document, and report incidents to company management and/or authorities.Maintenance: SP 800-171 Security Family 3.7 To keep systems in good working order and to minimize risks from hardware and software failures, it is important that companies establish procedures for systems maintenance. There are many ways a company can address these maintenance requirements. Controlled maintenance of a system deals with maintenance that is scheduled and performed in accordance with the manufacturer’s specifications. Maintenance performed outside of a scheduled cycle, known as corrective maintenance, occurs when a system fails or generates an error condition that must be corrected to return the system to operational conditions. Maintenance can be performed locally or non-locally. Nonlocal maintenance is any maintenance or diagnostics performed by individuals communicating through a network either internally or externally (e.g., the internet). Examples of maintenance requirements include: controlled maintenance, maintenance tools, nonlocal maintenance, maintenance personnel, and timely maintenance. Companies should perform periodic and timely maintenance on company systems and provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct system maintenance.Media Protection: SP 800-171 Security Family 3.8 Media protection is a requirement that addresses the defense of system media, which can be described as both digital and non-digital. Examples of digital media include: diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital video disks. Examples of non-digital media include paper or microfilm. Media protections can restrict access and make media available to authorized personnel only, apply security labels to sensitive information, and provide instructions on how to remove information from media so that the information cannot be retrieved or reconstructed. Media protections also include physically controlling system media and ensuring accountability, as well as restricting mobile devices capable of storing and carrying information into or outside of restricted areas. Examples of media protection requirements include: media access, media marking, media storage, media transport, and media sanitization. Companies should protect system media, both paper and digital, limit access to information on system media to authorized users, and sanitize or destroy system media before disposal or release for reusePersonnel Security: SP 800-171 Security Family 3.9 Users play a vital role in protecting a system as many important issues in information security involve users, designers, implementers, and managers. How these individuals interact with the system and the level of access they need to do their jobs can also impact the system’s security posture. Almost no system can be secured without properly addressing these aspects of personnel security. Personnel security seeks to minimize the risk that staff (permanent, temporary, or contractor) pose to company assets through the malicious use or exploitation of their legitimate access to the company’s resources. A company’s status and reputation can be damaged by the actions of its employees. Employees may have access to extremely sensitive, or proprietary information, the disclosure of which can destroy an organization’s reputation or cripple it financially. Companies should be vigilant when recruiting and hiring new employees, as well as when an employee transfers or is terminated. The sensitive nature and value of company assets requires in-depth personnel security measures. Examples of personnel requirement include: personnel screening, personnel termination, personnel transfer, access agreements, and personnel sanctions. Companies should ensure that individuals occupying positions of responsibility within the company (including third-party service providers) are trustworthy and meet established security criteria for those positions, ensure that company information and systems are protected during and after personnel actions such as terminations and transfers, and employ formal sanctions for personnel failing to comply with company security policies and procedures.Physical Protection: SP 800-171 Security Family 3.10 The term physical and environmental security refers to measures taken to protect systems, buildings, and related supporting infrastructure against threats associated with their physical environment. Physical and environmental requirements cover three broad areas: 1. The physical facility is typically the building, other structure, or vehicle housing the system and network components. Systems can be characterized, based upon their operating location, as static, mobile, or portable. Static systems are installed in structures at fixed locations. Mobile systems are installed in vehicles that perform the function of a structure, but not at a fixed location. Portable systems may be operated in a wide variety of locations, including buildings, vehicles, or in the open. The physical characteristics of these structures and vehicles determine the level of physical threats such as fire, roof leaks, or unauthorized access. 2. The facility’s general geographic operating location determines the characteristics of natural threats, which include earthquakes and flooding; man-made threats such as burglary, civil disorders, or interception of transmissions and emanations; and damaging nearby activities, including toxic chemical spills, explosions, fires, and electromagnetic interference from emitters (e.g., radars). 3. Supporting facilities are those services (both technical and human) that maintain the operation of the system. The system’s operation usually depends on supporting facilities such as electric power, heating and air conditioning, and telecommunications. The failure or substandard performance of these facilities may interrupt operation of the system and cause physical damage to system hardware or stored dataRisk Assessment: SP 800-171 Security Family 3.11 Companies are dependent upon information technology and associated systems. While the increasing number of information technology products used in various companies and industries can be beneficial, in some instances they may also introduce serious threats that can adversely affect a company’s systems by exploiting both known and unknown vulnerabilities. The exploitation of vulnerabilities in company systems can compromise the confidentiality, integrity, or availability of the information being processed, stored, or transmitted by those systems. Performing a risk assessment is one of four components of risk management. Risk assessments identify and prioritize risks to company operations, assets, employees, and other organizations that may result from the operation of a system. Risk assessments inform company decision makers and support risk responses by identifying: relevant threats to organizations or threats directed through organizations against other organizations, vulnerabilities both internal and external to organizations, impact (i.e., harm) to the company that may occur given the potential for threats exploiting vulnerabilities, and the likelihood that harm will occur. Examples of risk assessment requirements include: security categorization, risk assessment, vulnerability scanning, and technical surveillance countermeasures survey. Companies should periodically assess the risk to operations(e.g., mission, functions, image, reputation), assets, and employees, which may result from the operation of company systems and the associated processing, storage, or transmission of company information. Security Assessment: SP 800-171 Security Family 3.12 A security requirement assessment is the testing and/or evaluation of the management, operational, and technical security requirements on a system to determine the extent to which the requirements are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. The assessment also helps determine if the implemented requirements are the most effective and cost-efficient solution for the function they are intended to serve. Assessment of the security requirements is done on a continuous basis to support a near real-time analysis of the organization’s current security posture. Following a complete and thorough security requirement assessment, the company makes the decision to authorize the system to operate (for a new system) or to continue to operate. Examples of security assessment and authorization requirements include: security assessments, system interconnections, plans of action, continuous monitoring, and system security plans. Companies should periodically assess the security requirements in company systems to determine if the requirements are effective in their application, develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in company systems, authorize the operation of company systems and any associated system connections, and monitor security requirements on an ongoing basis to ensure the continued effectiveness of the requirements, and document these actions in the System Security Plan.Systems and Communications Protection: SP 800-171 Security Family 3.13 System and communications protection requirements provide an array of safeguards for the system. Some of the requirements in this family address the confidentiality information at rest and in transit. The protection of confidentiality can be provided by these requirements through physical or logical means. For example, a company can provide physical protection by segregating certain functions to separate servers, each having its own set of IP addresses. Companies can better safeguard their information by separating user functionality and system management functionality. Providing this type of protection prevents the presentation of system management-related functionality on an interface for non-privileged users. System and communications protection also establishes boundaries that restrict access to publicly accessible information within a system. Using boundary protections, a company can monitor and control communications at external boundaries as well as key internal boundaries within the system. Examples of system and communication protection requirements include: application partitioning, denial of service protection, boundary protection, trusted path, mobile code, session authenticity, thin nodes, honeypots, transmission confidentiality and integrity, operations security, protection of information at rest and in transit, and usage restrictions. Companies should: • monitor, control, and protect company communications (i.e., information transmitted or received by company systems) at the external boundaries and key internal boundaries of the systems and • employ architectural designs, software development techniques, and systems engineering principles that promote effective information security within company systems.System and Information Integrity: SP 800-171 Security Family 3.14 Integrity is defined as guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. It is the assertion that data can only be accessed or modified by the authorized employees. System and information integrity provides assurance that the information being accessed has not been meddled with or damaged by an error in the system. Examples of system and information integrity requirements include: flaw remediation, malicious code protection, security function verification, information input validation, error handling, non-persistence, and memory protection. Companies should • identify, report, and correct information and system flaws in a timely manner, • provide protection from malicious code at appropriate locations within company systems, and • monitor system security alerts and advisories and respond appropriately.



32

Defense Cybersecurity Assessment Program (DCAP)  
Copyright 2018 Purdue University

The Four Elements of Compliance

1. Provide adequate security:
A. Create a system security plan (SSP)
B. Create a plan of action and milestones (POA&M) designed to close cybersecurity related 

gaps
 Measured against NIST SP 800-171 Rev 1

2. Rapidly report cyber incidents:
A. Create an incident response plan (IRP)
B. Ability to rapidly (72 hrs) report cyber incidents to DoD at http://dibnet.dod.mil.

 Must register

Compliance is required 
not later than 
12/31/2017. 
Check your contract! 

Presenter
Presentation Notes
Pause to review.DoD knew that they would shutdown the supply chain if they did not give businesses some time to work through their gaps – POA&M required by Dep SECDEF memo.

http://dibnet.dod.mil/
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The Documents

Outlines a basic set of 
cybersecurity controls for 
safeguarding sensitive data

Describes 
minimum 
cybersecurity 
standards

Provides 
extensive 
details on 
the controls
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Defense Cybersecurity Assurance Program 
(DCAP)

• Provide resources to enable companies to 
comply with the DoD mandated requirement

Presenter
Presentation Notes
Now that we have reviewed the cyber threat and the hackers’ focus on manufacturing and small business in particular.Also, we have reviewed the DoD response to raise the cyber-health of the DoD supply chain in the form of DFARs.Next, we review the help in the form of a DoD grant that is available to businesses in the DoD supply chain.
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DCAP

 The Defense Cybersecurity Assurance Program (DCAP) is designed to 
strengthen small to medium-sized defense suppliers through a 
cybersecurity awareness assessment, followed by expert support to 
implement the critical tools to secure controlled unclassified information 
and ultimately verification of compliance to the NIST SP 800-171 
guidelines.

 Will pay for 50% of gap/remediation activity.

Presenter
Presentation Notes
This text was taken directly from the grant submission.Notice the two elements of the grant program.Cybersecurity awareness assessment. These we do now under the DMAP grant.Expert support to implement critical tools.  We will refer to this as the remediation phase and we have not executed remediation activities to date.
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DCAP: Eligibility Criteria

 Available to:
 New firms as well as past DMAP clients. 
 All levels of the DoD supply chain.
 DoD contractors or those demonstrating the potential and interest to enter 

and/or remain in the defense supply chain.

 Focus on rural areas:
 Priority will be given to companies in rural areas. 

Presenter
Presentation Notes
This wording is based upon the current proposal submission.There are a few differences from DMAP 1.0 and 2.0Past DMAP clients are eligible!All levels gives us more head room to pursue T1 companies.  The primes are mostly compliant, but there may some companies above 1000 employees that we can target.Notice the potential and interest.  This basically means that we can serve anyone that is interested.Address how to identify DoD contractors to prospect.  (Ranae)USAspending.govAlso notice that there is no longer a requirement for a decline in revenue, sales or production.We have not set a definition of “rural areas.”  I do plan to prospect rural areas first, however, rural clients do attend presentations and training events that we give in urban areas.
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SMB SMB SMB

Before:
• Few resources 

available/committed
• Little staff awareness
• No cyber hygiene

Phase 1:
• Staff trained to work safely and 

securely
• Know what you need to protect
• Policies and procedures 

developed
• Systems patched
• Basic GPOs

Phase 2:
software and hardware

• MFA
• Data protection
• VLAN separation
• Etc. 

Primes

Don’t let your company get consumed by a cyber-attack!

Presenter
Presentation Notes
Goal of DCAP is reduce the impact of a cyber-attack on a SMB to an event that is recoverable without paying a ransom.  It is not going to raise SMBs to the protection level enjoyed by prime contractors.
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Advancing DoD Supply Chain Cyber-health

• Enforcement/Cert mechanism balanced with 
assistance

Presenter
Presentation Notes
Now that we have reviewed the cyber threat and the hackers’ focus on manufacturing and small business in particular.Also, we have reviewed the DoD response to raise the cyber-health of the DoD supply chain in the form of DFARs.Next, we review the help in the form of a DoD grant that is available to businesses in the DoD supply chain.
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Possible Strategies to Raise 
Compliance of SMBs

 Enforcement/Certification:
 Deliver Uncompromised – Mitre Corp.
 Send SSP as deliverable with contract?
 Model the ISO cert process?

 Assistance:
 We average $6-7k per client. 

Presenter
Presentation Notes
What are some of the possible strategies that DoD could use to raise compliance?Deliver Uncompromised – A Strategy for Supply Chain Security and Resilience in Response to the Changing Character of WarWritten by Chris Nissen, John Gronager, Ph.D. and Robert Metzger, J.D., Harvey Rishikof, J.D.
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Conclusion

• Ask/answer final questions.



Distribution Statement A – Approved for Public Release 1

CAPT Mark Oesterreich, USN
Commanding Officer

NSWC Crane

Dr. Brett Seidle, SES 
Technical Director 

NSWC Crane

Full Scope Cybersecurity
Dr. Robert Templeman, SSTM

Distinguished Engineer for Cybersecurity



Distribution Statement A – Approved for Public Release

Full Scope Cyber

9

Many organizations hold 
a limited view of cyber, 
often limited to threats 
against software and 
networks.

Full-scope cyber 
recognizes the entirety of 
the computation stack as 
terrain that is contested 
(Talbot 2011).

Cyber terrain is 
entangled in the other 
warfighting domains.
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Our adversaries are maneuvering over 
the cyber terrain to exploit weaknesses 
in systems and organizations.

Critical systems require a full scope 
approach to cybersecurity.

Naval Surface Warfare Center Crane 
Division and other NAVSEA warfare 
center divisions have numerous efforts 
underway to develop capabilities 
where gaps currently exist.
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Innovation Ecosystem

Universities

Government

Industry

Tech Transfer

Entrepreneurs Capital

ACCELERATE and ENABLE the development of a vibrant 
innovation ecosystem across the region and state.

1/2/2019 42
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Technology Transfer – T2 

Lab’s 
“Shareable Assets” 

o Knowledge (IP, Tech Data)
o Technical Experts (SMEs)
o Specialized Equipment
o State of the Art Facilities

Legislative Purpose of T2:
• Improve the economic, 

environmental and social 
well being of the US, by 

• Leveraging innovation 
developed with tax payer $$ 
in the Federal Labs

T2 is the primary enabler that fosters external collaboration 
that fuels the Innovation Ecosystem
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Technology Transfer Program

Delivering innovation through 
strategic partnerships

Providing game-changing 
solutions

Leveraging T2/IP for Enhanced Lab Mission Effectiveness through TECHNOLOGY, 
INNOVATION and COLLABORATION is ensuring we’re using all our assets.

1/2/2019 44
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Technologies available 
for licensing

Funding opportunities

Lab facilities & equipment 
available to the public

Lab-specific 
special programs

Federal Lab C onsortium – 300+ Labs

The FLC ’s mission is to promote, facilitate, and educate T2 among federal labs, 
academia, industry and other government agencies to achieve commercialization 
goals, and create social and economic impacts with new innovative technologies. 



Statement A: Approved for Public Release; Distribution is unlimited.

Collaborative Research Access 

• National Experts 

• S tate of the Art Facilities

• S pecialized Equipment

• Innovation

Labs can partner with:

• Businesses?

• Academia?

• Nonprofits?

• GOV Entities?

Who can Partner with Labs?

• Foreign Entities?

• Individuals?

• Other?

YES
YES
YES
YES

YES
YES

YES
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FLCBUSINESS.ORG

TWITTER/FEDERALLABS

LINKEDIN/FEDERALLABS

FACEBOOK/FEDERALLABS

FLCBUSINESS.ORG

FLC :  G etting S tarted

CONTACT INFO
Brooke Pyne

FLC Mid West Coordinator
NSWC Crane T2 Manager
Elizabeth.b.pyne@navy.mil
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