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Welcome and Opening Comments
Mark Lawrance, Vice President, Engagement & Innovation Policy, Indiana Chamber and Stephen
Reynolds, Partner and Co-Chair, Data Security and Privacy Practice, Ice Miller LLP

Fighting the Cybersecurity Battle
e Cybersecurity is a daily battle for every organization
e U.S. military strategy and tactics can be applied to the cybersecurity battle
e Know your "enemy" and yourself to be successful

Chris Martin, Solution Architect, Matrix Integration

Opening the Black Box: Vendor Management and Security in a Software as a Service World
¢ Analyze risk factors associated with vendors
e Design and mature vendor management capabilities within your company

o Construct effective contractual safeguards for vendor engagements
Sid Bose, CIPT, Attorney, Ice Miller LLP

Break
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First Came the Hackers, Then Came the Lawyers: Responding to Litigation and Enforcement Actions
Following a Data Breach

o After-effects of a data breach

e How to work with regulators investigating a breach

e How to handle data breach litigation
Stephen Reynolds, CISSP, CIPP/US, Partner, Ice Miller LLP and Douglas Swetnam, CIPP/US, Section
Chief - Data Privacy and Identity Theft Unit, Office of Indiana Attorney General

Lunch (provided)
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12:45 p.m.  How Criminals Use Stolen Data With an Introduction to the Dark Web
e Summary of the variety of criminal activity enabled by stolen data
e Brief overview of the dark web marketplace
Douglass Swetnam, CIPP/US, Section Chief - Data Privacy and Identity Theft Unit, Office of Indiana
Attorney General

1:30 p.m. Lessons From the Defense Industry to Protect Private Industry
e Recent developments at the Department of Defense and Homeland Security related to data
protections
e Summary of best practices
e How private industry can incorporate lessons learned in their business practices
Bill Wagner, Partner, Taft Law

2:30 p.m. Break

2:45 p.m. Cyber Insurance
e How the cyber-liability insurance market has developed
e Survey the spectrum of cyber insurance products

e  What events these products are (and are not) intended to cover
Nicholas Reuhs, Partner, Ice Miller LLP

3:30 p.m. Privacy and Security in the Internet of Things (loT): Understanding the Legal Considerations in the loT
Revolution
e legal issues arising in the areas of privacy and security
e How security and privacy operate as core competencies in the product and services pipeline
e Implement an internal program that adopts a holistic approach to legal and security

governance
Sid Bose, CIPT, Attorney, Ice Miller LLP

4:30 p.m. Adjourn for the Day

May 2
8:00 a.m. Continental Breakfast
8:30 a.m. Next Level Security: Defense in Depth with Threat Hunting and Incident Response

e Overview of threat landscape and the rapidly changing nature of threats

e Difference between security products (tech-only solutions) and security processes (tech plus
human solutions)

e Benefits of threat hunting and the value provided by monitoring and response capabilities of
human analysts

e Explore network intrusions, current and future threats, and learn how defenders hunt for
indicators of these compromises

Jason Ortiz, CEH, Senior Integration Engineer, Pondurance
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HIPAA Privacy and Security: Tips for Compliance
e Tips for developing HIPAA policies and procedures and a related training program
e Conducting a compliant HIPAA security rule risk analysis and developing a risk management
plan
e How to protect your organization from cybersecurity threats such as ransomware, wire transfer
fraud and phishing
Deepali Doddi, J.D., CIPP/US, Attorney, Ice Miller LLP

Break

Cybersecurity in Education

e Post-secondary institutions are an excellent source of talent for cybersecurity professionals,

either through hiring new or training current employees

e Students are local, and are not required to move from other geographic areas

e Underserved population resonates with Cummins values

e WGU partnership with lvy Tech Community College

e Convenience of the degree for working adults
Bill Russell, Executive Director and Chief Information Security Officer, Cummins Inc.; Pam Schmelz,
CISSP, Associate Professor/Department Chair School of Computing and Informatics, Ivy Tech
Community College of Indiana; and Allison Barber, Ph.D., Chancellor and Carlo Sapijaszko, Ed.D,
Program Manager, Curriculum, WGU Indiana

SOLO: A General Data Protection Regulation (GDPR) Story

e What is the scope of GDPR?2 Does it apply to my company?

e How tough is GDPR compliance? What do we need to do?

e How will GDPR be enforced?
Nick Merker, CISSP, CIPT, Partner, Co-Chair, Ice Miller LLP and Leon Ravenna, CISSP, FIP, CIPP/E,
Chief Information Security Officer, KAR Auction Services

Lunch

Governor Holcomb’s Executive Council on Cybersecurity
e Overview and strategic approach of Governor Holcomb’s Executive Council on Cybersecurity
e One-of-a-kind ecosystem framework that provides all 250 members who represent public,
private, military and academic sectors an opportunity to move Indiana to the next level in
cybersecurity
e Deliverables from the Council
Chetrice L. Mosley, Cybersecurity Program Director, Indiana Office of Technology, Indiana Department
of Homeland Security

Cyber Threats: The #1 Risk to Small Businesses
e  What are real assets
e Types threats facing those assets
e #1 risk to your assets

e Best practices in how to mitigate your risks
Kevin L. Mabry, MBA, CEO, Sentree Systems, Corp.

Conference Adjourns



